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Abstract 

This research is based on the importance of a security system in a 

room by implementing AI combined with the telegram notification 

system. The goal is that security information can be obtained 

quickly and in real-time. The methodology used is to design a 

hardware system consisting of input, process and output devices. 

The input device consists of a Logitech C270 camera mounted on 2 

MG966R type servo motors so that the camera can rotate on the X 

and Y axes, then the results of the camera captures are processed 

using the Haar Cascade Classifier and Local Binary Pattern 

Histogram (LBPH) algorithms. Raspberry Pi 4 is used as a data 

processing center and push notification to telegrams in the form of 

images when faces are detected by a web camera. Only registered 

users may enter the room, by opening the door when a face is 

recognized. Our findings show that a room security system with an 

AI-based facial recognition application can be implemented, 

according to the planning and design results in this study. The door 

opening process produces an average result of 4.586 seconds, with 

the longest time being 4.981 seconds and the fastest time being 

4.116 seconds. The door closing process produces an average result 

of 4.496 seconds, with the longest time being 4.966 seconds and the 

fastest time being 4.106 seconds. The average time of opening and 

closing the door is ideal and safe. From the results of the research 

that has been done, it can be concluded that the use of AI in this 

study aims to make decisions that only registered users can enter a 

room. In addition, the ability of the camera to move dynamically on 

the x and y axes is one of the system developments that did not exist 

before, so that the ability to take pictures besides being more 

accurate also becomes wider dynamic. 

 

Keywords: face recognition, telegram notification, raspberry pi, 

security system  

1 Introduction 

The security system of a room is one of the needs that must be 

met by a public or private organization. This security system was 

constructed utilizing classic models, such as keys in general, to 

construct it using the most recent research. One application of the 

security system makes use of a fingerprint and facial recognition 

system[1], [2].   

Face identification via digital image processing is a technique 

used by face recognition technologies [3]–[6]. This facial 

recognition technique is being used more and more in biometric 

recognition systems, digital video, security systems, search, 

indexing picture datasets, video conferencing, and human-computer 

interaction [7]–[9]. 

Face detection is the initial stage before the face recognition 

process is carried out. With the increasing use of facial recognition 

technology, an accurate image processing system is needed to be 

able to identify a person by analyzing patterns based on the texture 

and shape of a person's face which has previously been stored in a 

dataset and has been previously trained. In previous research, the 

role of raspberry pi is important in data processing [10]  combined 

with an IoT monitoring system [11], [12]. In addition, other 

researchers also use MATLAB [13], [14] and the K-Nearest 

Neighbor algorithm[15]. 

There were two things that became the basis for the emergence 

of this research from previous research. First, creating a system 

using IoT but not using face recognition[16]. Second, creating face 

recognition but data is only stored locally, not transmitted[17]. This 

research fills in the research gap, namely AI face recognition [18]–

[20] transmission via telegram notification [21]–[23] with IoT 

system, thereby making the monitoring process more effective 

because it can be accessed remotely in real time. 

2 Research methods 

The research methodology is to develop hardware and software 

systems. On the hardware side of development, the system is 

divided into system design and testing design.  

2.1 System design 

The prototype room security system with face recognition is 

designed to fulfill the security of the room when occupied or 

unoccupied. The system works using a raspberry pi 4 which has 40 

pins which are divided, namely 26 pins for GPIO, 8 pins for GND, 

2 pins for 5 V voltage, 2 pins for 3.3 V voltage, and 2 pins for I2C 

communication backup.  

A web camera on the raspberry pi 4 is used to take digital 

pictures in addition to acting as a data processing hub. The type of 

web camera used is Logitech C270. This webcam has an image 

resolution of about 1280 x 720 pixels and a video frame rate of 

1080p at 30fps. 

To locate the discovered users, the system makes use of the 

telegram bot. The image is captured by the webcam and shown on 

the monitor. If the user's face is recognized, the door will 

automatically open and close with a limit switch sensor, and if they 

don't enter for more than five seconds, the door will close again and 

they will be asked to re-enter. Three actuators are employed in the 

system: a servo motor to move the webcam, a DC motor with a 

gearbox to automatically open and close the door, and a solenoid 

door lock to lock the door. The input block, process block, and 

output block are the three sections of the block diagram in Fig. 1. 

 

 
 

Fig. 1. Block diagram for a room security 
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Figure 1 shows the hardware system is divided into three main 

blocks, namely: input, process and output. 

2.1.1 Input Block 

Web cameras Logitech C270 are used to take pictures. PIR 

Sensors work to identify people who have entered, limit switches 

work to locate open and closed doors, send commands to the system 

using the telegram commands feature to stop it by entering a 

password, retrieve the image of the most recent user who entered, 

set the direction of servo movement, and take the most recent 

photos from web camera captures. 

2.1.2 Process Block 

The raspberry pi's primary purpose is to process input data so 

that it can be routed to output data via GPIO pins. Python 

programming is used to control the process between input and 

output data. 

RPi.GPIO, busio, board, CV2, numpy, socket, telepot, datetime, 

openpyxl, adafruit servokit, and adafruit PCA9685 are all included 

in version 3. It should be further explained that as the main 

controller, so that this Raspberry pi can be used to implement an 

artificial intelligence system for a room security system, several 

libraries are required to be installed. 

There are 13 libraries are needed for the system design in the 

final project, but 5 of them must be installed on the raspberry pi 

because they are not yet there. These are the libraries that were used 

in Table 1 and the raspberry pi image is shown in Fig. 2. 

 

Table 1. Library needs for raspberry pi system design 

Library type Usability 

Telepot Accessing Telegram bots 

Datetime Know the current time, day, and date 

Openpyxl Manage Microsoft Office Excel files 

RPi.GPIO Accessing Raspberry Pi GPIO pins 

Busio & board I2C communication with 

servo driver 

Adafruit_servokit Setting the servo motor 

Adafruit_pca9685 Set the PWM signal of the DC motor 

OS Managing files in Raspberry Pi 

storage 

CV2 Face detection and recognition 

Time Delay to hold the door open 

PIL Image processing 

Numpy Training data of face sample array 

Socket Check internet connectivity 

 

 
Fig. 2. Raspberry Pi 4 as the main controller 

2.1.3 Output Block 

The relay functions as a switch for the door lock solenoid, while 

the internet functions as a channel for telegram notifications. 

Solenoid door lock functions to lock the door, monitor functions to 

display web camera captures, Servo motor functions to direct the 

camera if the user's face is not right in the middle of the webcam 

shooting area, DC Motor + gearbox functions to open and close 

doors, and telegram notifications functions as a notification of 

detected users. 

Overall how the security system works can be explained in the 

flowchart of Fig. 3. 

 

 

 
 

Fig. 3. Flowchart of how the security system works 
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Fig. 4 shows it can be explained that the Haar cascade classifier 

algorithm is used to process facial data when the camera detects 

people entering the room. The Haar Cascade Classifier Algorithm 

is one of the algorithms used to detect a face. The algorithm is able 

to detect objects quickly and in real time, including human 

faces[24], [25].  

 

 
 

Fig. 4. The Haar Cascade Classifier Algorithm 

 

Furthermore, the Local Binary Pattern Histogram (LBPH) is 

used to check whether the detected face is known or not as shown 

in fig. 5. Because this algorithm is a face recognition algorithm 

based on a local binary operator, designed to recognize both the side 

and front face of a human. However, the recognition rate of the 

LBPH algorithm is limited, if the conditions, such as in the 

expression diversification, disorientation, and a change in the 

lighting performance manifest[26].  

 

 

Fig. 5. Local Binary Pattern Histogram (LBPH) 

 

The next process is when the camera detects a person. If the face 

is recognized (YES) it will proceed to the following process: open 

the door for 5 minutes, the active PIR sensor detects whether the 

person has entered or not. If the person has entered the room 

through the door, then proceed with the process of taking pictures, 

saving the picture to the database on Raspberry and sending 

notifications to Telegram. Still in this process, if the person has not 

been detected entering, the door will reopen for 5 minutes. 

Conversely, if the system detects an unknown face (NO), 

then the door will not open and proceed by taking a photo of the 

person's face which is then stored in the database and sent via 

telegram. 

2.2 Testing Design 

2.2.1 System evaluation with confusion matrix 

The facial recognition system will be tested to determine 

whether the face belongs to a registered or unregistered user. 100 

tests are performed by registered users, and 50 tests are performed 

by unregistered users, for a total of 150 tests. In comparison to the 

50 tests taken by unregistered users, 93 of the 100 tests taken by 

registered users yielded right results, while 7 of the 100 tests taken 

by registered users yielded wrong results. The confusion matrix that 

was used to test the facial recognition system for the final project is 

shown in fig. 6. 

 

 
Fig. 6. Confusion matrix table 

 

a. Accuracy value 

Accuracy describes how accurately the model can classify 

correctly. Therefore, accuracy is the ratio of correct predictions 

(positive and negative) to the overall data. In other words, accuracy 

is the closeness of the predicted value to the actual value.  

The accuracy value can be calculated (Eq. 1) using the binary 

classification confusion matrix shown above to provide an answer 

to the question of "What proportion of faces are properly predicted 

as registered or unregistered users from all faces". 

 

……………………….(1) 

   

 
 

b. Precision value 

The degree of accuracy between the requested data and the 

model's expected output is referred to as precision. The proportion 

of accurate positive forecasts to all positive expected results is 

hence known as precision. “How many of the correctly anticipated 

positive classes actually have positive data”.  

The precision value can be calculated (Eq. 2)using the 

aforementioned binary classification confusion matrix to provide 

the response to the question of "What proportion of faces are 

successfully registered users out of all faces predicted as registered 

users". 

 

……………………….(2) 

 

 
 

c. Recall value 

The success of the model in information retrieval is indicated by 

recall. Recall is the proportion of correctly predicted positive 

outcomes to all true positive data. By such equation below, one may 

determine the recall value. 

The recall value can be calculated using the aforementioned 

binary classification confusion matrix to provide the answer to the 

query of "What proportion of faces are anticipated as registered 

users related to all faces that are really registered”. 
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The following Fig. 7 shows the overall face recognition system 

performance. 

 

 
Fig.  7. Face recognition system performance 

 

Fig. 7 explains that in system testing, the percentages for three 

important values are obtained, namely accuracy with a value of 

92.0%, precision with a value 94.9% and recall with a value 93.0%. 

3 Result and Discussion 

The outcomes of the entire system design can be showed in Fig. 

8a. All the steps of the above method are applied to the hardware 

design result with inside panel view that is shown in Fig. 8b. 

Fig. 8 is a panel that is designed in a compact and portable 

manner, this panel consists of a camera, LCD screen and control 

panel. Inside the control panel there is the following equipment: 

Raspberry pi 4, power supply unit, relay connected to the output 

block device as described in the block diagram in Fig. 1. 

 

 
(a) 

 

 
(b) 

Fig. 8a. The system's panel view (1. Camera, 2. LCD Screen, 3. 

Panel Control). 8b. looks inside the panel control. 

 

3.1 Performance evaluation of webcam image processing 

The average picture processing result from testing webcam 

Logitech C270 image processing speed is 26.74 FPS, with the 

lowest image processing result being 23 FPS and the best being 30 

FPS. A graph of webcam performance testing for image processing 

is shown in Fig. 9. 

 

 

 
Fig. 9. Performance testing for image processing. 

 

From the graph in Fig. 9 it can be explained that this web camera 

has a range between 23-30 fps when performing image processing 

speed. 

 

3.1.1 Door access system testing and first user photo delivery 

The initial user test consisted of 50 trials, with an average facial 

accuracy of 93.90%, the lowest accuracy being 89%, and the 

greatest accuracy being 99%. The average time for opening a door 

is 4.639 seconds, with the longest time being 4.976 seconds and the 

quickest being 4.124 seconds. The average time for closing a door 

is 4.493 seconds, with the longest time being 4.987 seconds and the 

quickest being 4.100 seconds. The average time for sending photos 

of incoming users is 2.327 seconds, with the longest time being 

4.599 seconds and the quickest being 2.009 seconds. The test results 

for the first user are shown in table 2 and Fig. 10. 
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Table 2. First user testing data 

Value 
Accuration 

(%) 

Door 

Opened(s) 

Door 

Closed(s) 

Sending 

Image(s) 

Lowest 89 4.124 4.100 2.009 

Highest 99 4.976 4.987 2.599 

Average 93.9 4.639 4.493 2.327 

 

 
Fig. 10. Test the first user taking a photo 

3.1.2 Testing the door access system and delivering the second 

user's photos 

In the second user test, 50 trials were conducted where the 

average facial accuracy was 92.98% with the lowest accuracy of 

87% and the highest of 99%. In the door opening process, the 

average result is 4.532 seconds with the longest time of 4.986 

seconds and the fastest time of 4.107 seconds. The average time for 

closing a door is 4.500 seconds, with the longest time being 4.944 

seconds and the quickest being 4.111 seconds. The average time for 

sending images of approaching people is 2.269 seconds, with the 

longest time being 4.572 seconds and the quickest being 2.004 

seconds (table 3) 

 

Table 3. Second User Testing Data 

Value 
Accuration 

(%) 

Door 

Opened(s) 

Door 

Closed(s) 

Sending 

Image(s) 

Lowest 87 4.107 4.111 2.004 

Highest 99 4.986 4.944 2.572 

Average 92.98 4.532 4.500 2.269 

3.1.3 Command testing: take photos via telegram and send 

photos unrecognized face 

In testing take photos via telegram and send unrecognized faces, 

testing was carried out 50 times. In testing send photos from the 

take photos command, it was obtained the average results of 2.807 

seconds with the longest time of 3.098 seconds and the fastest time 

of 2.528 seconds. While in testing send unrecognized faces, it was 

obtained average results for 2.310 seconds with the longest time of 

2.593 seconds and the fastest time of 2.009 seconds. The following 

Table 4 and Fig. 11 are the results of testing photo delivery on the 

take photos command and unrecognized faces. 
 

 
Fig. 11. Take a photo via telegram and send unrecognize face 

 

Table 4. Send photos via telegram 

Value Take Photo (s) Unrecognized face 

Lowest 2.528 2.009 

Highest 3.098 2.593 

Average 2.807 2.310 

  

On telegram, a menu is available for taking photos as shown in 

Fig. 12. Meanwhile, the captured photos shown in Fig. 13. 

 

 

 
Fig. 12. Telegram menu user interface 

 

 

 
Fig. 13. The results of the photos obtained and appear on telegram 

 

3.1.4 Video recording test for monitoring 

In the video recording test, the average recording time is 

15.761 seconds with the longest time of 23.754 seconds and the 

fastest time of 12.854 seconds. While for video delivery time, the 

average recording time is 3.292 seconds with the longest time of 

4.355 seconds and the fastest time of 2.886 seconds. The following 

Table 5 shows video recording during monitoring. 

 

Table 5. Test video recording during monitoring 

Value 
Recording 

time(s) 

Video Delivery 

Time (s) 
File Size (MB) 

Lowest 12.854 2.886 2.540 

Highest 23.754 4.355 4.020 

Average 15.761 3.295 2.953 

 

Fig. 14 shows that the length of video transmission is virtually 

directly inversely correlated with the size of the video file, leading 

to the conclusion that the longer it takes to send the environment 

monitoring video file to telegram, the larger the video file size. Fig. 

15 shows the results of the capture of the video monitoring camera. 
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Fig.  14. Testing video delivery time vs video file size 

 

  

 
Fig.  15. Video Monitoring 

 

The findings show that a room security system with an AI-based 

facial recognition application can be implemented, according to the 

planning and design results in this study. The door opening process 

produces an average result of 4.586 seconds, with the longest time 

being 4.981 seconds and the fastest time being 4.116 seconds. The 

door closing process produces an average result of 4.496 seconds, 

with the longest time being 4.966 seconds and the fastest time being 

4.106 seconds. The average time of opening and closing the door is 

ideal and safe.  

Furthermore, average image processing results using facial 

recognition application is 26.74 FPS, with the lowest image 

processing is 23 FPS and the best is 30 FPS. While the video 

recording test resulted in an average recording time is 15.761 

seconds with the longest time being 23.754 seconds and the fastest 

time being 12.854 seconds. The video sending time resulted in an 

average recording time is 3.292 seconds with the longest time being 

4.355 seconds and the fastest time being 2.886 seconds. The results 

of the photo sending process show that the sending time ranges from 

2.004 to 3.098 seconds with an average of 2.428 seconds. This Fig. 

is not the best Fig., but the performance of the AI system can be 

processed quite well. 

In the system testing section, out of a total of 150 tests, where 

100 tests were carried out on registered users and 50 tests on 

unregistered users, the face recognition application that uses the 

Raspberry Pi 4 achieves an accuracy value of 92%, a precision 

value of 94.9%, and a recall value of 93. %. Compared to 50 tests 

performed by unregistered users, 93 out of 100 tests performed by 

registered users returned correct results, while 7 out of 100 tests 

performed by registered users returned incorrect results. This means 

that the percentage of failure for unknown faces is still below 

0.07%. 

 

4 Conclusion 

The use of AI in this study aims to make decisions that only 

registered users can enter a room. In addition, the ability of the 

camera to move dynamically on the x and y axes is one of the 

system developments that did not exist before so that the ability to 

take pictures besides being more accurate also becomes wider 

dynamic. The use of the Haar Cascade Classifier Algorithm and the 

Local Binary Pattern Histogram (LBPH) Algorithm is a 

combination that is quite effective as a tool in this AI-based room 

security system. One of the contributions of this research is the 

existence of a real time notification system via Telegram with a user 

interface that is easy to develop on the Telegram menu. So besides 

being able to receive notifications in the form of pictures from 

known and unknown users, the system can intelligently make 

decisions about who is allowed to enter and not by giving 

instructions whether the room door is open or not. The use of a 

camera with a higher resolution is a future suggestion so that the 

accuracy of sampling user data is faster and more accurate. This 

research may be further developed towards machine learning and 

deep learning in the future. 
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